ACORD
INTRE

GUVERNUL ROMANIEI

S1
GUVERNUL REPUBLICI{ CEHE, "

PRIVIND PROTECTIA RECIPROCA

A INFORMATIILOR CLASIFICATE SCHIMBATE




Guvernul Romaniei si Guvernul Republicii Cehe, denumite in continuare ,,Parti”,
in scopul asigurarii protectiei Informatiilor Clasificate, schimbate direct sau prin
intermediul persoanelor juridice de drept public sau privat din statele lor, in
spiritul respectului reciproc al intereselor si securitatii nationale au convenit
urmatoarele:

ARTICOLUL 1
OBIECTUL S1 DOMENIUL DE APLICARE

1. Obiectul prezentului Acord constd in asigurarea protectiei Informatiilor
Clasificate schimbate sau generate in comun in cadrul cooperirii intre Parti
sau Intre persoanele juridice de drept public sau privat din statele lor.

2. Acest Acord nu se refera la schimbul de informatii privind cooperarea directi

intre serviciile de informatii din statele Partilor.

ARTICOLUL 2
DEFINITII

in scopul prezentului Acord:

IR

RS

a) ,Informatii Clasificate” inseamni orice informatii, d’éCUIneﬁte'-'s:aﬁ,:'.ﬁlgteriale
care, indiferent de forma lor, necesitd protectie, in conformitate cu legislatiile
statelor Partilor, impotriva divulgarii sau distrugerii neautorizate, insusirii pe
nedrept, deteriordrii sau pierderii si care au fost stabilite ca atare.

b) ,,Contract Clasificat” inseamnd un contract care contine Informatii Clasificate
sau presupune accesul la acestea.

c) yParte Emitentd” inseamna Partea, inclusiv persoane juridice de drept public
sau privat din statul Partii respective, care emite si transmite Informatii
Clasificate.

d) ,Parte Primitoare” inseamnd Partea, inclusiv persoane juridice de drept
public sau privat din statul Partii respective, care primeste Informatii
Clasificate.

e) nIncident de Securitate” Inseamna o actiune sau inactiune contrara legislatiei
nationale care duce sau poate duce la divulgarea sau distrugerea neautorizata,
insugirea pe nedrept, deteriorarea sau pierderea Informatiilor Clasificate. . ..
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f) ,Tert” inseamnd orice stat, inclusiv persoane juridice de drept public sau
privat aflate in jurisdictia sa, sau orice organizatie internationald care nu este
parte la prezentul Acord.

5 ARTICOLUL 3
AUTORITATILE NATIONALE DE SECURITATE

1. Autoritatile Nationale de Securitate responsabile la nivel national pentru
implementarea prezentului Acord sunt:

in Romania:
Guvernul Romaniei
Oficiul Registrului National al Informatiilor Secrete de Stat

Str. Mures nr. 4 sect.]
Bucurgsti
ROMANIA

In Republica Ceha:
Narodni bezpec¢nostni iifad
Na Popelce 2/16

Praha 56 -
9 , T
CESKA REPUBLIKA //’“ SN

modxﬁcarl relew ante privind datele de contact oﬁcnale

ARTICOLUL 4
NIVELURI DE CLASIFICARE DE SECURITATE

Echivalenta nivelurilor nationale de clasificare de securitate este urmatoarea:

In Rominia In Republica Ceha In limba englezi
STRICT SECRET DE PRISNE TAJNE TOP SECRET
IMPORTANTA DEOSEBITA
STRICT SECRET TAINE SECRET
SECRET DUVERNE CONFIDENTIAL
SECRET DE SERVICIU VYHRAZENE RESTRICTED
3




ARTICOLUL §
ACCESUL LA INFORMATII CLASIFICATE

Accesul la Informatiile Clasificate schimbate in baza prezentului Acord se va
acorda, in conformitate cu legislatia statului Partii respective, numai persoanelor
autorizate corespunzator ale caror indatoriri, activitati, functii sau servicii necesiti
un astfel de acces.

)

ARTICOLUL 6
REGULI PENTRU PROTECTTA INFORMATIILOR CLASIFICATE

. Partea Primitoare va lua masurile corespunzitoare pentru protectia

Informatiilor Clasificate primite.

. Partea Primitoare va acorda Informatiilor Clasificate primite acelasi nivel de

protectie cu cel acordat Informatiilor Clasificate nationale cu nivel de
clasificare de securitate echivalent, conform articolului 4.

Partea Primitoare nu va folosi un nivel de clasificare de securitate inferior si
nici nu va declasifica Informatiile Clasificate primite, fara acordul prealabil
scris al Partii Emitente.

Partea Primitoare va folosi Informatiile Clasificate numai in scapu] pentru care
au fost transmise. Partea Emitentd poate 1mpune condml speuale privind
transmiterea Informatiilor Clasificate. VL e

Partea Primitoare nu va transmite Informatiile Clasificate unui Tert fara
acordul prealabil scris al Partii Emitente.

Partea Emitentd va informa Partea Primitoare cu privire la orice schimbare

aparuti in clasificarea de securitate a Informatiilor Clasificate transmise.

ARTICOLUL 7
COOPERAREA DE SECURITATE

. La cerere, Autoritdtile Nationale de Securitate se vor informa reciproc cu

privire la standardele, procedurile §i practicile nationale de securitate pentru
protectia Informatiilor Clasificate, in vederea mentinerii unor standarde de
securitate comparabile.

Autorititile Nationale de Securitate pot incheia aranjamente de securitate pe
domenii tehnice specifice privind implementarea prezentului Acord.
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3. La cerere, in conformitate cu legislatiile nationale, Partile isi vor acorda

asistentd reciprocd pe parcursul procedurilor de eliberare a certificatelor de
securitate a personalului si a certificatelor de securitate industriali.

. Partile vor recunoagte, reciproc, certificatele de securitate a personalului si cele

de securitate industrialdi emise in conformitate cu legislatia nationala.
Certificatele de securitate a personalului si cele de securitate industriala astfel
recunoscute vor permite accesul la Informatii Clasificate de nivel de clasificare
corespunzitor, in conformitate cu articolul 4.

. Autoritatile Nationale de Securitate se vor informa prompt cu privire la

modificérile survenite in certificatele de securitate a personalului si in
certificatele de securitate industriala recunoscute, in special in cazul revocirii

acestora.

Partile vor recunoaste reciproc certificarea sistemelor informatice si de
comunicatii proprii folosite pentru stocarea s§i procesarea Informatiilor
Clasificate primite. In cazul interconectarii, Partile vor conveni de comun
acord asupra mijloacelor de criptare folosite pentru schimbul de Informatii
Clasificate.

. Cooperarea in baza prezentului Acord se va desféasura in limba engleza.

ARTICOLUL 8 _
CONTRACTE C LASIFICATE}'

\ g

. La cerere, Autoritatile Nationale de Securitate vor conﬁnﬁa"’ faptul ca

persoanele si contractorii propusi pentru a participa-la negocierile pre-
contractuale sau la implementarea Contractelor Clasificate detin certificate de
securitate a personalului corespunzitoare.

. Fiecare dintre Parti va efectua inspectii de securitate la obiective situate pe

teritoriul propriului stat pentru a asigura respectarea permanentd a
standardelor de securitate pentru protectia Informatiilor Clasificate, in
conformitate cu legislatia nationala proprie.

. Contractele Clasificate vor contine o anexd de securitate care va identifica

cerintele de securitate si va cuprinde o listd a Informatiilor Clasificate si
nivelurile lor de clasificare. Un exemplar al anexei de securitate va fi transmis
Autoritafii Nationale de Securitate a Partii pe teritoriul careia urmeazi sa se
deruleze Contractul Clasificat. : ST
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In cazul sub-contractelor clasificate, prevederile de mai sus se vor aplica in
mod corespunzitor.

ARTICOLUL 9
TRANSMITEREA INFORMATIILOR CLASIFICATE

. Informatiile Clasificate vor fi transmise pe canale diplomatice sau militare ori

prin alte mijloace convenite intre Autorititile Nationale de Securitate.

ARTICOLUL 10
MULTIPLICAREA, TRADUCEREA SI DISTRUGEREA
INFORMATIILOR CLASIFICATE

Toate multiplicarile si traducerile Informatiilor Clasificate vor purta marcirile
de clasificare de securitate corespunzitoare §i vor fi protejate ca si Informatiile
Clasificate originale. Numdrul copiilor vor fi limitate la minimum necesar.

. Toate traducerile vor contine o notd in limba in care au fost traduse, in care se

va specifica faptul ca acestea contin Informatii Clasificate ale Partii Emitente.

Informatiile Clasificate marcate STRICT SECRET DE IMPORTANTA
DEOSEBITA / PRISNE TAJINE vor fi traduse sau ,.mu]\phcate numaj cu
acordul prealabil scris al Partii Emitente. ,\w__

. Informatiile Clasificate marcate SECRET / DUVERN, .-$1 Cele marcate cu

nivel superior vor fi distruse numai cu acordul prealabll scns al Partii
Emitente. e

Informatiile Clasificate marcate STRICT SECRET DE IMPORTANTA
DEOSEBITA / PRISNE TAJNE nu vor fi distruse si vor fi returnate Partii
Emitente.

ARTICOLUL 11
VIZITE

Cererea pentru vizita ce necesitd acces la Informatii Clasificate va fi inaintata
prin intermediul Autorititilor Nationale de Securitate, daci nu se convine altfel

intre acestea.

Cererea pentru vizita va fi inaintati cu cel putin treizeci de zile mamte de
vizitd. In cazuri de urgentd, cererea pentru vizitd poate fi Tnaintatd intr-un -




termen mai scurt cu conditia ca Autoritatile Nationale de Securitate sa convina
acest lucru in prealabil.

3. Cererea pentru vizitd va cuprinde:

a) numele si prenumele vizitatorului, data si locul nasterii,
nationalitatea si numarul pasaportului/cartii de identitate;

b) functia si institutia pe care o reprezinta vizitatorul;

c) confirmarea detinerii certificatului de securitate a personalului, a
valabilitdtii acestuia i nivelul de clasificare de securitate al
informatiilor la care vizitatorul este autorizat sa aiba acces;

d) data si durata vizitei, iar in cazul vizitelor repetate durata totald a
acestora;

e) scopul vizitei, inclusiv cel mai inalt nivel de clasificare de securitate
al informatiilor ce urmeaz3 a fi accesate;

f) numele, adresa, numirul de telefon si de fax, adresa de email si
punctul de contact al obiectivului ce urmeaza a fi vizitat;

g) data, semndtura §i stampila oficiald a Autoritatii Nationale de
Securitate.

4. Autoritdtile Nationale de Securitate pot conveni asupra unei liste de vizitatori
indreptatiti sd efectueze vizite repetate. Lista va fi valabild pe o perioadi ce nu
va depasi doudsprezece luni.

5. Alte detalii privind vizitele repetate vor fi stabilite de comun acord intre
Autoritatile Nationale de Securitate. I

ARTICOLUL 12 %
INCIDENTE DE SECURITATE

\‘“\

1. Partile se vor informa in scris, cu promptitudine, cu privire la producerea
oricarui Incident de Securitate sau in cazul in care exista indicii cu privire la un
astfel de incident.

2. Orice investigatie a unui Incident de Securitate se va efectua, fara intarziere, in
conformitate cu legislatia nationald a Partii pe teritoriul statului cireia s-a
produs incidentul. Daca este necesar, Autoritatile Nationale de Securitate vor
coopera 1n aceastd investigatie.

3. Autoritatea Nationalad de Securitate a Partii pe teritoriul statului cireia a avut
loc incidentul de securitate va informa in scris Autoritatea Nationald de
Securitate a celeilalte Parti, despre circumstantele producerii Incidentului de
Securitate, intinderea prejudiciului, mdasurile adoptate pentru diminuarea
prejudiciului i rezultatul investigatiei.
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ARTICOLUL 13
CHELTUIELI

Fiecare Parte va suporta cheltuielile proprii privind implementarea prezentului
Acord.

ARTICOLUL 14
INTERPRETARE SI DIFERENDE

Orice diferend privind interpretarea sau aplicarea prezentului Acord va fi
solutionat prin negociere intre Parti i nu va fi deferit nici unui tribunal national,
international sau unui Tert spre solutionare.

ARTICOLUL 15
DISPOZITI FINALE

1. Prezentul Acord se incheie pe o perioada nedeterminati de timp. Acordul va
intra in vigoare in prima zi din cea de-a doua luna de la data primirii, pe canale
diplomatice, a ultimei notificari intre Parti privind mdc)ehﬁm&a\procedunlor

legale interne pentru intrarea in vigoare a prezentului /y(of'\ AN
/
/

v
'\//

s \‘\

}slproc al

3. La data intrdrii in vigoare a prezentului Acord, isi ?n.ceteazﬁ valabilitatea
Intelegerea intre Ministerul Apararii Nationale din Roménia si Ministerul
Aparirii din Republica Ceha privind protectia informatiilor militare secrete,
semnatd la Bucuresti, la 17 iulie 2000. Toate Informatiile Clasificate transmise
in baza Intelegerii susmentionate vor fi protejate in conformitate cu prevederile
prezentului Acord.

4. Fiecare Parte are dreptul sa denunte oricand, in scris, prezentul Acord. In acest
caz, valabilitatea Acordului va inceta dupa 6 luni de la data la care cealaltd
Parte a primit notificarea scrisd de denuntare.

5. Fard a tine cont de incetarea valabilitatii prezentului Acord, toate Informatiile
Clasificate transmise sau generate in baza acestuia vor fi protejate In
conformitate cu prevederile stabilite in Acord pand cand Partea Emltenta
elibereaza Partea Primitoare de aceasta obligatie. : :
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Drept dovada subsemnatii, pe deplin autorizati, am semnat prezentul Acord.

Semnat la W, laHmantie 2ol 0, in doud exemplare originale, fiecare

in limbile romana, cehd si engleza, toate textele fiind egal autentice. In caz de
diferente in interpretare, textul in limba engleza va prevala.

TRU
EPUBLICII CEHE
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VYMENENYCH UTAJOVANYCH INFORMACIH




Vldda Rumunska a vidda Ceské republiky (dale jen ,smluvni strany®), prejice si
zajistit ochranu utajovanych informaci vyménénych mezi nimi nebo mezi
vefejnopravnimi a soukromopravnimi osobami jejich statd, se pfi vzdjemném
respektovani narodnich zajmt a bezpecnosti dchodly takto:

. CLANEK 1
UCEL A PUSOBNOST SMLOUVY

1. U€elem této Smlouvy je zajistit ochranu utajovanym informacim vyménénym
nebo spolecné vytvofenym v ramci spoluprace mezi smluvnimi stranami, nebo
mezi verejnopravnimi a soukromopravnimi osobami jejich statd.

2. Tato Smlouva se nevztahuje na vyménu informaci v souvislosti s pfimou
spolupraci mezi zpravodajskymi sluZzbami statt obou smluvnich stran.

CLANEK 2
VYMEZENI POIMU

Pro Géely této Smlouvy se rozumi:

a) Utajovanou informaci jakdkoliv informace, dokument nebo material,
ktery, bez ohledu na svoji formu, vyzaduje podle pravmch predpist statu
nékteré ze smluvnich stran ochranu proti vyzrazes ,,,,.u. ravnénému
zniceni, zneuZiti, poSkozeni nebo ztrate, a ktery byl ta;kto oznac e;fg

b) Utajovanou smlouvou smlouva, ktera obsahUJe\\ma)
nebo v souvislosti s niz miiZe k pfistupu k utajované’ mferm,am

¢) Poskytujici stranou smluvni strana  vletné€  vefejnoprdvnich
a soukromopravnich osob statu této smluvni strany, ktera je plvodcem
a poskytovatelem utajované informace;

d) Prijimajici  stranou smluvni strana  vCetné  vefejnopravnich
a soukromopravnich osob statu této smluvni strany, kterd pfijme
utajovanou informaci;

¢) Bezpecnostnim incidentem jedndni nebo opomenuti v rozporu
s vnitrostatnimi pravnimi pfedpisy, které ma nebo miliZze mit za nasledek
vyzrazeni, neopravnéné zniéeni, zneuziti, poskozeni nebo ztratu utajovane
informace;




f) Treti stranou stat v€etng vefejnopravnich a soukromopravnich osob pod
jeho jurisdikci nebo mezinarodni organizace, které nejsou smluvni stranou

této Smlouvy.

] ’ CLANEK 3
NARODNI BEZPECNOSTNi URADY

1. Narodnimi bezpecnostnimi Ufady odpovédnymi na vnitrostatni urovni za
provadéni této Smlouvy jsou:

v Rumunsku:

Guvernul Romaniei

Oficiul Registrului National al Informatiilor Secrete de Stat
Str. Mures nr.4 sect.1

Bucuresti

ROMANIA

v Ceské republice:

Narodni bezpecnostni tifad
Na Popelce 2/16

Praha 56

CESKA REPUBLIKA

2. Narodni bezpecnostni ufady si sdéli jakékoli vyznamné zmény v oficidlnich
kontaktnich udajich.

(':LéNEK 4
STUPNE UTAJENI

Rovnocennost stupiii utajeni je nasledujici:

v Rumunsku v Ceské republice v anghckém]azyce
STRICT SECRET DE
‘%Eg‘s‘g gﬁ A PRISNE TAINE TOP SECRET
STRICT SECRET TAINE SECRET
SECRET DUVERNE CONFIDENTIAL
SECRET DE SERVICIU VYHRAZENE RESTRICTED

LTS
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. CLANEK 5
PRISTUP K UTAJOVANYM INFORMACIM

Pfistup k utajovanym informacim vyménénym podle této Smiouvy lze umoznit
v souladu s pravnimi predpisy statu prislusné smluvni strany pouze osobidm
k tomu opravnénym, jejichZ povinnosti, vykon prace, funkce nebo sluzby takovy
pfistup nezbytné vyzaduji.

CLANEK 6
PRAVIDLA OCHRANY UTAJOVANYCH INFORMACI

. Ptijimajici strana podnikne nalezitd opatfeni k ochrané pfijaté utajované

informace.

Ptijimajici strana poskytne pfijaté utajované informaci stejnou troven ochrany
jako poskytuje ndrodnim utajovanym informacim rovnocenného stupné
utajeni v souladu s ¢lankem 4.

. Piijimajici strana nesniZi stupefi utajeni pfijaté utajované informace ani jej

nezru$i bez predchoziho pisemného souhlasu poskytujici strany.

Pfijimajici strana pouZije utajovanou informaci pouze k ucelu, za kterym byla
poskytnuta. Poskytujici strana mize stanovit zvlastni pozadavky pro
poskytnuti utajované informace.

Pfijimajici strana neposkytne utajovanou informaci tr;tj_ strané bez
pfedchoziho pisemného souhlasu poskytujici strany. '

Poskytujici strana informuje pfijimajici stranu o zm'enac\h. pne;
poskytnuté utajované informace. T

(“:LAN;«:K 7
BEZPECNOSTNI SPOLUPRACE

Za ucelem udrZeni srovnatelnych bezpecnostnich standardd si narodni
bezpeénostni urady na vyZadani sdéluji informace o vnitrostatnich pravnich
predpisech upravujicich ochranu utajovanych informaci a o uplatiiovanych
postupech a zkuenostech ziskanych pfi jejich provadéni.




2. Nérodni bezpeCnostni ufady mohou uzavirat bezpe¢nostni ujedndni o

zvlastnich technickych aspektech provadéni této Smlouvy.

Na zadost a v souladu se svymi vnitrostatnimi pravnimi predpisy si smluvni
strany poskytnou sou€innost pfi provadéni bezpe€nostnich Fizeni o vydani
osvéd&eni fyzické osoby a osvédZeni podnikatele.

Smluvni strany si vzdjemné uznaji osvéd&eni fyzickych osob a osvédéeni
podnikatell, vydana vsouladu spfislusnymi vnitrostatnimi pravnimi
predpisy. Uznana osvédCeni fyzickych osob a osvéd€eni podnikatelti umozni
piistup k utajovanym informacim odpovidajiciho stupné utajeni podle &lanku
4.

Narodni bezpecnostni urady si bezodkladné oznami zmény tykajici se
uznanych osvédCeni fyzickych osob a osvédéeni podnikateld, zejména
v ptipadech jejich zrudeni.

Smluvni strany si vzdjemné uznaji certifikaci informaénich a komunikaénich
systémii uzivanych pro uklddéni a zpracovavani prijatych utajovanych
informaci. V pfipad€ jejich propojeni musi byt kryptografické feSeni
odsouhlaseno obéma smluvnimi stranami.

Spoluprace podle této Smlouvy se uskuteciuje v anglickém jazyce.

CLANEK 8
UTAJOVANE SMLOUVY

Na Z4dost si narodni bezpecnostm ufady potvrdi, Ze navrhovam onuahgntl
jakoz i fyzické osoby Uastnici se sjednavani nebo provadéni utajay '1'1/)’ych
smluv jsou drziteli osv&€d€eni podnikatele nebo osvédéeni fyz;cke osoby pro
pfislusny stupefi utajeni. =

Smluvni strany budou provadét v souladu se svymi vnitrostatnimi pravnimi
piedpisy bezpecnostni inspekce subjektii umisténych na uzemi jejich statd
scilem zajistit, Ze bezpecnostni predpisy upravujici ochranu utajovanych
informaci jsou nadale dodrZovany.

Utajované smlouvy obsahuji bezpe€nostni pokyny, urCujici bezpecnostni
pozadavky v€etné seznamu utajovanych informaci a stupnit jejich utajeni.
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Kopie bezpecnostnich pokynl se zasila ndrodnimu bezpe¢nostnimu ufadu
smluvni strany, na Gzemi jejihoZ statu bude utajovana smlouva provadéna.

4. Na utajované vedlej$i smlouvy se vySe uvedend ustanoveni uplatni obdobné.

. CLANEK)Y
PREDAVANI UTAJOVANYCH INFORMACI

Utajované informace se predavaji diplomatickou nebo vojenskou cestou, nebo
{ jinym zpiisobem, na kterém se ndrodni bezpecnostni tfady dohodnou.

CLANEK 10 ,
| REPRODUKCE, PREKLAD A ZNICENI UTAJOVANYCH INFORMACTH

1 1. Reprodukce a preklady utajované informace musi byt oznaceny prislusnym
| stupném utajeni a doplfiujicim oznacenim a musi jim byt poskytnuta ochrana
jako puvodni utajované informaci. Pocet reprodukci se omezi na nezbytné
minimum.

2. Pieklady musi byt opatfeny poznamkou v jazyce piekladu, ze které je ziejmé,
Ze obsahuji utajovanou informaci poskytujici strany.

3. Pfeklad nebo reprodukci utajované informace stupné utajeni STRICT
SECRET DE IMPORTANTA DEOSEBITA / PRISNE TAJNE lze vyhotovit
pouze s pfedchozim pisemnym souhlasem poskytujici strany.

4. Utajovana informace stupné utajeni SECRET / DUVERNE a Vy&stm\mu

p AT

byt zni¢ena pouze s pfedchozim pisemnym souhlasem poskytuj _yzm strany ,\\

5. Utajovana informace stupné utajeni STRICT SECRET DE IMPQ _NgA
DEOSEBITA / PRISNE TAJNE nesmi byt znicena a musi byt VE fena
poskytujici stran€. = s

(':pANEg( 11
NAVSTEVY

1. Zadost o navstévu vyzadujici pFistup k utajovanym informacim se predklada
prostrednictvim narodnich bezpeénostnich fadl, pokud se tyto nedohodnou
jinak.
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2. Zadost o povoleni navitévy se predklada alespon tficet dnii pred jejim
zahajenim. V naléhavych pfipadech miiZze byt zadost o povoleni navitévy
pfedloZzena na zakladé predchozi soudinnosti narodnich bezpe¢nostnich ufadd
ve [hité kratsi.

3. Zadost o povoleni navitdvy obsahuje:

a) jméno a pfijmeni navitévnika, datum a misto narozeni, statni
obcanstvi, ¢islo cestovniho pasu/prikazu totoZnosti;

b)  pracovni zafazeni nav§tévnika a ureni subjektu, ktery
zastupuje;

Cc)  potvrzeni o osvédceni fyzické osoby, jeho platnosti a stupné
utajeni informaci, k nimz je navstévnik opravnén mit piistup;

d) datum a délku navitévy a v pfipadé opakované navstévy se
uvede jeji celkova délka;

e) ucel ndvitévy véetné nejvyssiho stupné utajeni informaci, ke
kterym bude pfistup vyZadovan,;

f) nazev, adresu, telefonni/faxové ¢islo, e-mailovou adresu a
kontaktni osobu subjektu, ktery bude navstiven;

g) datum, podpis a otisk tfedniho razitka ndrodniho
bezpec¢nostniho tfadu.

}4. Narodni bezpeCnostni ufady se mohou dohodnout na seznamu osob, jimz je

povolena opakovand navitéva. Seznam je platny po dobu nepfesahujici
dvanact mésic.

opakovanych navstév.

CLANEK 12
BEZPECNOSTNI INCIDENTY

1. Smluvni strany se bezodkladné pisemné informuji o bezpe¢nostnim incidentu,

nebo o podezfeni, Ze k takovému incidentu doslo.

12. Vysetteni bezpecnostniho incidentu bude provedeno bezodkladné v souladu

s vnitrostatnimi pravnimi pfedpisy smluvni strany, na tzemi jejihoZ statu
k nému doslo. Narodni bezpe¢nostni Gfady pfi vySetfovani spolupracuji, je-li
to vyzadovano. S
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3. Nédrodni bezpecnostni ufad smluvni strany, na Gzemi jejthoZ statu
k bezpe¢nostnimu incidentu doSlo, pisemné informuje narodni bezpe¢nostni
Gfad druhé smluvni strany o okolnostech incidentu, zpusobené Skodg,
opatienich pfijatych pro jeji zmirnéni a o vysledku vySetfovani.

éyANEK13
NAKLADY

Kazda smluvni strana si hradi své naklady vzniklé v souvislosti s provadénim
1 této Smlouvy.

i ’ CLANEK 14
VYKLAD A RESENi SPORVU

Jakykoliv spor tykajici se vykladu nebo provadéni této Smlouvy bude feSen
{jednanim mezi smluvnimi stranami a nebude pfedan k urovnani Zadnému
1 vnitrostatnimu nebo mezinarodnimu soudu nebo tfeti strané.

o éLANEKls ’
ZAVERECNA USTANOVENI]

{1. Tato Smlouva se sjedndvd na dobu neuritou. Tato Smlouva vstoupi
v platnost prvni den druhého mésice néasledujiciho po doruceni. PazdEjs

oznameni mezi smluvnimi stranami zaslaného dlplomatickou ) ce&pﬁ
informujictho o tom, Ze byly splnény vnitrostatni podmmky pro WSt R této\a‘
“ Smlouvy v platnost. ~

{2. Tuto Smlouvu lze zménit na zakladé pisemného souhlasu smluvnfeh’stran.
Zmény vstoupi v platnost v souladu s ustanovenim odstavce 1 tohoto ¢lanku.

§3. Dnem vstupu této Smlouvy v platnost se ukoncuje platnost Ujednani mezi
Ministerstvem obrany Ceské republiky a Ministerstvem nérodni obrany
Rumunska tykajiciho se ochrany vojenskych utajovanych skuteénosti,
podepsaného v BukureSti dne 17. cervence 2000. VeSkerym utajovanym
informacim, které byly podle tohoto ujednani poskytnuty, bude zajlstena
ochrana v souladu s touto Smlouvou.
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4. Kazda ze smluvnich stran md prdavo tuto Smlouvu kdykoliv pisemné
} vypovédé&t. V takovém pripadé je platnost Smlouvy ukonéena Sest mésicl po
dni, kdy bylo pisemné oznameni o vypovédi dorué¢eno druhé smluvni strang.

H 5. Veskerym utajovanym informacim poskytnutym nebo vytvofenym podle této

Smlouvy bude zajiSténa ochrana v souladu s ustanovenimi této Smlouvy
i v pfipadé ukonceni jeji platnosti do doby, neZz poskytujici strana zprosti
pfijimajici stranu této povinnosti.

§ Na dikaz toho niZe uvedeni zéstupci, fadné zmocnéni k tomuto ucelu, podepsali
2}
H tuto Smlouvu.

}}Dano v (Bikure sl dne 31 Liamas2010ve dvou  pivodnich
vyhotovenich, kazdé v rumunském, ¢eském a anglickém jazyce, pfi¢emZ viechna

fznéni jsou stejn& autentickd. V p¥ipadé rozdilnosti ve vykladu je rozhodujici
znéni v jazyce anglickém.
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AGREEMENT
BETWEEN
THE GOVERNMENT OF ROMANIA
AND
THE GOVERNMENT OF THE CZECH REPUBLIC
ON AN
MUTUAL PROTECTIO.I;‘J?}-; o

OF THE EXCHANGED CLASSIFIED INFORMATION




The Government of Romania and the Government of the Czech Republic,
hereinafter referred to as “the Parties”, wishing to ensure the protection of
Classified Information exchanged between them or between legal public and
private entities of their states have agreed, in mutual respect for national interests
and security, upon the following:

ARTICLE 1
OBJECTIVE AND APLICABILITY

1. The objective of this Agreement is to ensure protection of Classified
Information exchanged or jointly generated in the course of co-operation
between the Parties, or between the legal public or private entities of their
states.

)

This Agreement does not cover the exchange of information related to direct
cooperation between intelligence services of the states of both Parties.

ARTICLE 2
DEFINITIONS

For the purpose of this Agreement:

a) “Classified Information” means any information, dccument _rmatenal that,
regardless of its form, under the legislation of the. state of “eIther Party,
requires  protection against unauthorised dlsclosure _or destruction,
misappropriation, damage or loss, and has been designated as such;

b) “Classified Contract” means a contract that contains or involves access to
Classified Information;

¢) “Originating Party” means the Party including legal public and private
entities of the state of the respective Party, which generates and releases
Classified Information;

d) “Recipient Party” means the Party including legal public and private entities
of the state of the respective Party, which receives Classified Information;

e) “Breach of Security” means an act or omission contrary to national
legislation which results or may result in unauthorized disclosure or
destruction, misappropriation, damage or loss of Classified Information;

f) “Third Party” means any state including legal public and private entities
2
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under its jurisdiction or international organisation that is not a party to this
Agreement.

ARTICLE 3
NATIONAL SECURITY AUTHORITIES

1. National Security Authorities responsible at national level for the
implementation of this Agreement are:

In Romania:

Guvernul Romaniei

Oficiul Registrului National al Informatiilor Secrete de Stat
Str. Mures nr.4 sect.]

Bucuresti

ROMANIA

In the Czech Republic:
Narodni bezpeénostni ifad
Na Popelce 2/16

Praha 56
CESKA REPUBLIKA ,;,.,,.;:1:

2. The National Security Authorities shall notify each other about any 1elevant
changes in official contact details. A

ARTICLE 4
SECURITY CLASSIFICATION LEVELS

The equivalence of national security classification levels is as follows:

In Romania In the Czech Republic In English
STRICT SECRET DE < . D
IMPORTANTA PRISNE TAINE TOP SECRET
STRICT SECRET TAJINE SECRET
SECRET DUVERNE CONFIDENTIAL
SECRET DE SERVICIU VYHRAZENE RESTRICTED




ARTICLE §
ACCESS TO CLASSIFIED INFORMATION

Access to Classified Information exchanged under this Agreement shall be
granted in accordance with the legislation of the state of the respective Party only
to duly authorised individuals, whose duties, work, functions or services
necessarily require such access.

ARTICLE 6
RULES FOR THE PROTECTION OF CLASSIFIED INFORMATION

1. The Recipient Party shall take appropriate measures to protect the received
Classified Information.

2. The Recipient Party shall afford the same degree of protection to the received
Classified Information as afforded to its national Classified Information of
equivalent security classification level according to Article 4.

o SO 0 =
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3. The Recipient Party shall neither use a lower secur»tyclassnﬁéatxon level nor
declassify the received Classified Information w1thmrt~ the pmor written
consent of the Originating Party. -

N

4. The Recipient Party shall use Classified Information only;terfhe purpose for
which it has been released. The Originating Party may impose special
requirements for the release of Classified Information.

5. The Recipient Party shall not release Classified Information to a Third Party
without the prior written consent of the Originating Party.

6. The Originating Party shall inform the Recipient Party of any changes in the
security classification of the released Classified Information.

ARTICLE 7
SECURITY CO-OPERATION

1. In order to maintain comparable standards of security, the National Security
Authorities shall, on request, inform each other of the national security
standards, procedures and practices for the protection of Classified
Information.
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. The National Security Authorities may conclude security arrangements on

specific technical aspects concerning the implementation of this Agreement.

On request, in accordance with their national legislations, the Parties shall
assist each other during the personnel and facility security clearance
procedures.

. The Parties shall mutually recognise their personnel and facility security

clearance certificates, issued in accordance with the respective national
legislation. The recognized personnel and facility security clearance
certificates shall enable access to Classified Information of the corresponding
security classification level according to Article 4.

National Security Authorities shall promptly notify each other about changes
in recognised personnel and facility security clearance certificates especially
in cases of their revocation.

The Parties shall mutually recognise their certification of information and
communication systems used for storage and processing of the received
Classified Information. In case of interconnection, the cryptographic solution
for the exchange of Classified Information shall be mutually agreed upon by
the Parties.

N,
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The co-operation under this Agreement shall be effected in.English.

ARTICLE 8
CLASSIFIED CONTRACTS

On request, the National Security Authorities shall confirm that the proposed
contractors as well as the individuals participating in pre-contractual
negotiations or in the implementation of Classified Contracts have appropriate
security clearance certificates.

Each Party shall carry out security inspections at facilities located on the
territory of its state, to ensure continuing compliance with the security
standards for the protection of the Classified Information, according to its
national legislation.

Classified Contracts shall contain a Security aspects letter identifying the

security requirements and including the listing of Classified Information and
their security classification levels. A copy of the Security aspects letter shall

5 ey L
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be forwarded to the National Security Authority of the Party on whose state
territory the Classified Contract is to be implemented.

4. In case of classified sub-contracts, the provisions above shall apply
accordingly.

ARTICLE 9
TRANSMISSION OF CLASSIFIED INFORMATION

Classified Information shall be transmitted through diplomatic or military
channels or by other means agreed between the National Security Authorities.

ARTICLE 10
REPRODUCTION, TRANSLATION AND DESTRUCTION OF
CLASSIFIED INFORMATION

1. All reproductions and translations of Classified Information shall bear
appropriate security classification markings and shall be protected as the
original Classified Information. The number of reproductions shall be limited
to the minimum needed.

L

DEOSEBITA / PRISNE TAJINE shall be translated or 13]31 oducéd orﬁy upon
the prior written consent of the Originating Party. i i

4. Classified Information marked as SECRET/DUVERNE and above shall be
destroyed only upon the prior written consent of the Originating Party.

5. Classified Information marked as STRICT SECRET DE IMPORTANTA
DEOSEBITA / PRISNE TAJNE shall not be destroyed and shall be returned
to the Originating Party.

ARTICLE 11
VISITS

1. The request for visit requiring access to Classified Information shall be
submitted through the National Security Authorities, unless otherwise agreed
between them.




2. The request for visit shall be submitted at least thirty days before the visit. In
urgent cases, the request for visit may be submitted at a shorter notice, subject
to prior co-ordination between the National Security Authorities.

3. The request for visit shall include:

a) first and last name of the visitor, date and place of birth, nationality
and passport/ID card number;

b) position of the visitor and specification of the facility, which the
visitor represents;

c) confirmation of the personnel security clearance certificate, its
validity and the security classification level of the information the
visitor is authorized to have access to;

d) date and duration of the visit and in case of recurring visits the total
period of time;

e) purpose of the visit including the highest security classification level
of the information to be accessed,;

f) name, address, phone and fax number, e-mail address and point of
contact of the facility to be visited;

g) date, signature and stamping of the official seal of the National
Security Authority.

4. The National Security Authorities may agree on a list of visitors entitled to
recurring visits. The list shall be valid for a period not exceeding twelve months.

./" “*-«

T

ARTICLE 12
BREACHES OF SECURITY

1. The Parties shall promptly inform each other in writing of any Breach of
Security or suspicion of such a breach.

2. Any Breach of Security investigation shall be performed without delay in
accordance with the national legislation of the Party on whose state territory it
occurred. If required, National Security Authorities shall co-operate in the
investigation.

3. The National Security Authority of the Party on whose state territory the
breach of security occurred shall inform in writing the National Security
Authority of the other Party about its circumstances, the extent of the damage,
the measures adopted for its mitigation and the outcome of the investigation.
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ARTICLE 13
EXPENSES

The Parties shall bear their own expenses incurred in the course of the
implementation of this Agreement.

ARTICLE 14
INTERPRETATION AND DISPUTES

Any dispute regarding the interpretation or application of this Agreement shall be
settled by negotiation between the Parties and shall not be referred to any
national or international court or Third Party for settlement.

ARTICLE 15
FINAL PROVISIONS

1. This Agreement is concluded for an indefinite period of time. This Agreement
shall enter into force on the first day of the second month following the date
of receipt of the last of the notifications between the Parties, sent through
diplomatic channels, that the internal legal procedures for this Agreement to
enter into force have been fulfilled.

2. This Agreement may be amended on the basis of the mutual consent of the

Parties. Such amendments shall enter into force in accordance with
paragraph 1.

WA
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3. On the date of entry into force of this Agreement, the Aﬁangementi}ctween
the Ministry of National Defence of Romania and the Mimsfr)'f;ﬁf Def ce of
the Czech Republic concerning the protection of* mlhtaryf" C] ssified
Information signed in Bucharest on 17 July 2000 shall be: termma(ed All
Classified Information released under said Arrangement shali be “Protected in

accordance with the provisions of this Agreement.

4. Each of the Parties is entitled to terminate this Agreement in writing at any

time. In such a case, the validity of this Agreement shall expire after six
months following the day on which the other Party receives the written notice
of the termination.

5. Regardless of the termination of this Agreement, all Classified Information

released or generated under this Agreement shall be protected in accordance
with the provisions set forth herein until the Originating Party dlspenses the
Recipient Party from this obligation. c
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In witness of which, the undersigned, duly authorised to this effect, have signed
this Agreement.

Done in zp“‘/ﬁ”‘w on 31 SZZ;’@JW 2010 in two originals,

in the Romanian, Czech and English languages, all texts being equally authentic.
In case of different interpretation the English text shall prevail.

FOR THE GOVERNMENT
OF THE CZECH REPUBLIC
/
// L

/
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GUVERNUL ROMANIEI
OFICIUL REGISTRULUI NATIONAL
AL INFORMATIILOR SECRETE DE STAT
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pe,acord,
Prim — Ministru

" EMIL BOC
ol MEMORANDYM

Avizat:

DAN NICA
Ministrul administrat_ie,__ii_ si h_i_l__lbternelor

MIHAI STANISOARA/™ .
Ministrul apararu natlonale

m/’ .

GEORGE CRISTIAN MAIOR :
Directorul Serviciului Romand

MIHAI RAZVAN UNGUREANU

CRISTIAN DIACONESCU

Ministrul afacerilor exter Ili !

De la: MARIUS PETRESCU : .
Directorul General al Oficiului Reglstrulul Natlonal

al Informatiilor Secrete de Stat

Tema: Aprobarea semniirii Acordului intre Guvernul Romaniei si Guvernul

Republicii Cehe privind protectia reciproci a informatiilor clasificate schimbate
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I.In perioada 29-31 octombrie 2007, s-a desfasurat, la Praga, prima runda de
negocieri a acordului bilateral de securitate la care au participat: pentru partea ceha
- reprezentantii Autoritdtii Nationale de Securitate, iar pentru partea roménd -
reprezentati ai ORNISS, MAE, MAp, MIRA, SRI.

Negocierile au avut ca scop asigurarea cadrului legal necesar atit pentru
realizarea schimbului de informatii clasificate, cat si pentru derularea tuturor
activitdtilor ce implicd schimbul unor asemenea informatii intre parti, efectuat
direct sau prin intermediul institutiilor publice ori private.

Mandatul partii roméne l-a constituit textul aprobat de Consiliul Suprem de
Aparare a Tarii pentru negocierea acordurilor de securitate intre Guvernul
Romaniei §i guvernele statelor membre NATO.

In cadrul acestei runde de negocieri au fost convenite in mare masurd
aspecte semnificative ale Acordului, urménd ca aspectele referitoare la autorititile
nationale responsabile pentru implementarea Acordului, gestionarea informatiilor
clasificate schimbate, incheierea unor aranjamente tehnice pentru implementarea
Acordului, asistenta reciprocd in cadrul procedurilor de vetting, recunoasterea
reciproca a acreditdrilor sistemelor informatice, precum si cele referitoare la vizite,
sa fie stabilite cu prilejul unei a doua runde de negocieri.

Astfel, dupd indeplinirea procedurilor legale ale celor doud parti pentru
aprobarea continudrii negocierilor, reprezentantii acestora au convenit organizarea
celei de-a doua runde de discutii, in perioada 30 iunie — 1 iulie 2008, la Bucuresti.

La cea de-a doua rundd de negocieri au participat pentru partea cehd —
reprezentantii Autoritdtii Nationale de Securitate, iar pentru partea romana -
reprezentati ai ORNISS, MAE, MAp, MIRA, SIIE si SRI. Delegatia roméana a fost
condusi de reprezentantul ORNISS.

II. In cadrul celei de-a doua runde textul Acordului a fost finalizat,
continutul acestuia avand prevederi referitoare la:

- domeniul de aplicare;

- autoritdtile nationale de securitatc responsabile de implementarea
Acordului;

- clasificarile de securitate;

- accesul la informatiile clasificate $i masurile de protectie a acestora;

- echivalenta certificatelor de securitate;

- contractele clasificate;

- vizitele reciproce;

- gestionarea informatiilor clasificate;

- incidentele de securitate;

- suportarea cheltuielilor;

- interpretarea si solutionarea divergentelor;

- intrarea n vigoare, valabilitatea si denuntarea Acordului.

Avand in vedere faptul ca legislatiile nationale ale partilor in domeniul
protectiei informatiilor clasificate sunt aseméanatoare pe fond, textul rezultat in
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urma negocierilor nu este substantial diferit fatd de mandatul aprobat si implicit,
fata de legislatia nationald In domeniu, In mare masurd modificarile agreate de
parti constdnd in aspecte formale necesare pentru o buna transpunere in limbile
nationale a termenilor utilizati, potrivit normelor de tehnici legislativa.

Mentiondm faptul cd, pe data intrrii in vigoare a prezentului Acord, isi
inceteazd valabilitatea Intelegerea dintre Ministerul Apdrdrii Nationale din
Romaénia si Ministerul Apararii din Republica Ceha privind protectia informatiilor
militare secrete, semnata la Bucuresti la 17 iulie 2000.

III. Fatd de cele prezentate, propunem aprobarea semnarii Acordului intre
Guvernul Romdniei §i Guvernul Republicii Cehe privind protectia reciprocd a
informatiilor clasificate schimbate de cétre dl. profuniv.dr. Marius Petrescu,
Directorul general al ORNISS, si eliberarea, de citre Ministerul Afacerilor
Externe, a deplinelor puteri.



